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EXERCISE 1. READING COMPREHENSION. Are the statements True or False? [1,5 p.]

A merchant vessel in the Asia-Pacific region experienced a severe cyber security incident
due to onboard malpractice by crew members. The issue began when a junior officer
connected a personal, unapproved USB device to the ship’s bridge navigation system to
transfer music files for personal entertainment. Without the crew’s awareness, the USB
drive was infected with malware designed to propagate across networked systems. Once
plugged in, the malware compromised not only the navigation equipment but also the
ship’s communication and cargo management systems.

As a result, the vessel lost access to critical Electronic Chart Display and Information
Systems (ECDIS), forcing the crew to switch to manual navigation methods mid-voyage.
Communication with the company's headquarters was temporarily disrupted, complicating
coordination efforts. The incident delayed the voyage by several days and posed significant
safety risks due to the loss of reliable navigational data. Following the breach, stricter cyber
security protocols were enforced, including comprehensive crew training and restrictions
on external devices, highlighting the importance of disciplined cyber practices in modern
maritime operations.

1. The malware affected the ship’s navigation system but luckily left other systems untouched.
The malware was introduced through a deliberate hacking attempt targeting the vessel.
The crew reported the cyberattack to the company immediately upon discovering it.

The company’s headquarters responded immediately to resolve the issue.
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The crew was unaware that the USB drive was infected.

EXERCISE 2. Choose the term that is described in each of the following definitions: [1,5 p]

1. Official visits by port states to vessels to make sure standards are acceptable
A. Surveys B. Examinations C. Inspections

2. Examination ensuring that companies manage their safety through proper implementation
A. Audit B. Assessment C. Review

3. Certificates kept on board in compliance with international conventions, such as the IOPPC.

A. Official Certificates  B. Compliance Documents  C. Statutory Certificates

4, The Ship’s Articles of Agreement outline the conditions for
A. Shipregistration B. Seafarer employment C. Vessel ownership
5. Record of proceedings of a meeting

A. Minutes B. Official Notes C. Session Records



EXERCISE 3. Fillin the gaps. There are 4 extra words. (2 p.)

shipper, discretion, dispatch, freight, claim, shipbroker, demurrage,
indemnity, liability, laytime, arbitrator, stowaway, clause, compensation

e A seafarer who had an accident while workingmade a ___ (1)__ against the company for poor working
conditions on board and asked for __ (2)___ of $70,000. The company accepted __ (3)___ and paid the
money.

e A person who hides on the ship without permission to get a passage to another countryiscalleda __(4)__.

e |[tis atthe Master’s ___ (5)___ to make decisions regarding the security of the ship.

e The __ (6)___acts as an intermediary between the charterer and the shipowner.

e The lien __ (7)__specifies that cargo can be detained as guarantee until due payment is made.

e Under voyage charter, the charterer pays ___ (8)__. The period during which loading/ discharging takes place
iscalled__ (9)___.Whenitis exceeded, (10)__is paid.

EXERCISE 4. Write what the following abbreviations stand for. [2]

1. P&l, 2.B/L, 3.C/P, 4. SSO, 5.ISPS, 6. LOF, 7.LOP, 8.NOR, 9.IRTC, 10. CSO

EXERCISE 5. Turn the sentences into passive: [1,5 p.]

They stopped the operation due to rain.

Due to extreme weather conditions, they will close the port.
The company has provided the ship with new immersions suits.
Container vessels transport refrigerated goods.
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You must finish the report as soon as possible.

EXERCISE 6. Make collocations. There are extra words. [1,5 p.]

waters, cover, vigilance, authority, average, assessment, wire, treatment,
alert, reference, precedent, accumulation, awareness, appeal

Overriding

Territorial
Risk

Humane

1
2

3

4

5. Security
6. Court of
7
8
9
1

Hull and machinery
Situational

. Legal
0. Razor
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